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CornacHo craructuke, oonee 124 MIIH pOCCHSsIH,
TO €CTh OKOJIO 85% HaCeJCHUs CTPAHBI,
MOJIB3YIOTCA HHTEpHETOM. MHOTME HaCTOIBKO
IIPUBBIKINA O0IIATHCS, Pa00TaTh, YUUTHCH,
CMOTPETH BUJECO M CIYIIAaTh MY3bIKY OHJIAMH, YTO
HE MPEACTABIISAIOT CBOEU IMOBCEIHEBHON KU3HU
0e3 naTepHeTa. OgHaKO, HAXOISCh B CETH,
BaKHO ITIOMHHTH O IIpaBUjIaxX OC30IMaCHOCTH.
HMHaue BbI pUCKYETE CTOJIKHYTHCS C
MOIIICHHUKAMH WU JIMIIATHCS BaXKHOM
nHpopMaumu. IIpeamaraem 20 coBeTOB, KOTOPHIE
IIOMOT'YT IMMOBBICUTh YPOBEHb OHJIAMH-
IPaMOTHOCTH.




1. YcTaHOBUTE AaHTUBUPYCHBIE IPOTPAMMbI
Bupyc — 310 Bpe1oHOCHAasi NPOrpaMmMa, KOTOpasi IPOHUKAET HA
Balll KOMIILIOTEP, HOYTOYK WM CMAPT(POH Pa3TuUYHbIMU
cnocodamu. OHa cmoco0HA He TOJIBLKO MOMelIaThL padore,
HalNpUMep, C1eJIaTh HeJOCTYIIHON YaCTh OCTOAHHON MAMATH,
HO M OXUTUTHh KOHPUACHIUAJIBHYI0 HH(POPMAIUIO: JIOTUHBI,
MapoJiu, 0aHKOBCKHE PeKBU3UTHI. /IS 3alIIMTHI OT BUPYCOB
CYLIeCTBYIOT AHTUBHUPYChI. Ba’kHO He MPOCTO MOJIB30BATHCH
HMHU, HO ¥ IEPUOAMYCCKU O0OHOBJIAATH UX 0a3bl JTAHHBIX, Be/b
CO31aTeJId BPEIOHOCHBIX MPOrPaMM TO M J1€JI0 3allyCKAKOT B
HHTEPHET CBOU HOBbIE Pa3padOTKH.




2. HUcnoas3ynte CJIOKHBIE JIOTUHBI U apoJu
Jlorun B BuAe uMeHM, GamMwiaum M napouab Tuna 1234 wam
QWERTY — He ayuymias unges. Ecam KT0-TO Bcepbe3 pemiuT
NOXUTUTh Bally KOHPUICHUHUAIBHYI0 HHPOpMALUIO, OH
PacKoJIeT TAaKYyK <«GalluTy» B ABa c4yera. XOpPOUIMA JIOTHUH H
MapoJib — 3TO CJOKHASI KOMOMHALMA, B KOTOPOW MCIOJIb3YHTCH
3aIjIaBHbIE M CTPOYHBbIe OYKBBI, HMPPHI U CUMBOJIbI. Jly4die
3a/1eliCTBOBATH crenuaJbHbIe IPorpamMmbi, KOTOpbIE
FEHePpUPYOT HUX, 3alOMHUHAWT MW HagexkHo xpaHar. U
KeJIaTeJIbHO MO0JIb30BAaThCH Pa3HbIMU COYECTAHUSMHU JIOTUHOB U
napoJien I Pa3HBIX CAUTOB.




3. PaszjiorunuBaiirechb Ha YyKUX yCTpPOMCTBAX
Bocnmoab3oBasiuch,  4y:kum  kommbrotrepom?  Ilociae  3Toro
HETOCTATOYHO IPOCTO 3aKPLITh CTPAHHMIY, HA KOTOPYK BbI
3axonusi. He 3a0bIBaliTe mpeaBapuTe/ibHO BBLIXOAUTh M3 BCeX
AKKAYHTOB, COILICeTell W MeECCEHIKepoB Ha YycTpoucree. B
IPOTUBHOM CJIy4ae 4YeJO0BEK, KOTOPbIA CHAET 32 JTOT
KOMIILIOTEP MOCJae BacC, MOJYYUT BO3MOKHOCTH BOMTH B Bally
YYETHYK) 3anucb M cAejJarb ¢ HeH BCe, 4YTO eMy
3a0J1ar0pacCyIuTCs.




4. IIpoBepsiuTe 0e30MaCHOCTh COCAMHEeHMI
Bcerna oOpamaiite BHUMAaHME HA TO, YTO HANMMCAHO B a/IPECHOH
crpoke. Eciau BBl BUAUTE, YTO aJpec calTa HAYMHACTCH C
HTTPS — Bce B nmopsiake, 3T0 0e30macHoe coeMHEHUE U 3/1eCh
MOKHO BBOAUTH KOH(PUIACHUUAJIBHYI0O MHpopManuw. Ecau xe
aapec HaunmHaerca ¢ HTTP — 310 3Ha4YMT, 4TO CoeMHEeHHE He
jamumieHo. Takke ciaeBa or HTTPS moakeH ObITh 3HAYOK B
Bujae 3amka. Jlus OoJblIed YBEPEHHOCTH B 0€30MACHOCTH
COCIUHEHUS] MOKHO KJIMKHYTb HAa Hero Hu MNPOCMOTPETh
uHGopMaLMIO BO BCILIBLIBAIOIIEM OKHe.




5. ByabTe BHUMATEJIbHBI K COCAMHECHUAM Wi-Fi
O0menocTynHbie COCAMHEHUS €CTh, Hampumep, B Kade,
TOProBbIX LEeHTpax u ajponoprax. He ucmosb3yure ux, eciau
codupaerecb BBOAMTH JIOTMHBI, MapoJid, JH0O0 COBEpPUIATH
OILIATY YCJYI M TOBApPOB 4epe3 HHTepHeT. JInbOo BooOIIE He
MOJb3yUTeCh HUMH HH MNPU KAKHUX O0CTOATEJNLCTBAX M
OrpaHUYbTECh 00BIYHbIM MOOMJIbHBIM UHTEPHETOM.

6. OprammsyiiTe Oe3omacHblii  pexxuM i peOeHKa
Ha MHorux KoOMObHOTEpPaX M MOOMJIBHBIX YCTPOMCTBAX
npeaycMorpeH Oe3onacHbId «/lerckmii pexxkum». Takke MOXKHO
HACTPOUTHh OIPAHUYEHHUSA C MOMOIIbI JAOMALIIHEr0 poyrepa —
O00BIYHO 3Ta (PYHKIUSA HA3bIBaeTCH «POAUTEIbCKUH KOHTPOJIbY.
Eme oauH BapMaHT — MCHOJIb30BAHHME CHEHMUAJTbHBIX JTEeTCKHX
pacmupeHu JJs Opay3eposB. JIro00M M3 nepevyucCJIeHHbIX BbILIe
BAPUAHTOB CBOAUT K MHMHHUMYMY BEPOSITHOCTH TOIr0, YTO
pedeHOK monajaeT Ha onmacHbIi cauT. U, KoHeuHo, 3aBeauTe €My
COOCTBEHHYIO Y4eTHYIO0 3aIUCh.
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7. Co3paliTte aABe TMOYTbI — I PpPadoOTbl W JHUYHYIO
ITO0 He TOJbKO YyI00HO. JTO eme U IOMOraer OTCJIEKHBATH
MOIIEHHUKOB. Eciiu Ha padouyr moyry nmpuxoaur muUcbMo, B
KOTOPOM YTBEPKIAETCH, YTO €ro aBTOP YYHJICH ¢ BAMH B OJJHOM
KJIacce M BbI CAMM JAJIA €My 3TOT aJpec — cpa3y sICHO, YTO [1eJI0
HEYHCTO.
8. He nepeaaBamTe KOH(pUIeHIHUATbHbIE CBeleHUud
He nepecbuiaiTe napoJju, JOrMHbl, macnoprubie 1anubie, [TMH-
KOAbI M IMPOYYI MNOXO00HYH HH(POPMALMI0O B MeCCEHIKepax,
yarax WM mo NieKTpoHHou moure. He nemaure 3rToro, agaxke
ecJiM Balll COo0eCeJHMK YTBEP:KIAAET, YTO OH — MPEACTABUTE/Ib
ciiy:k0b1 Oe3omacHocT OaHka. EciaM ecTb COMHeHHUs, Jy4lle
Mepe3BOHUTe B Balml 0aHK WJIH HWHYHW OPraHU3alMIo,
COTPYIHUKOM KOTOPOM NPEACTABIACTCH YeJOBEK, U YTOYHHUTE
HH(pOpMALHIO.

.
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0. He XpaHuTe CKaHbI JIOKYMEHTOB B IOYTE
Jlyudie BooO1e He mepecbLIaTh CKaHbI U (poTorpaduu J0KYyMEHTOB
10 JJICKTPOHHOM MMoYTe, B Yarax M MecceHaxepax. Eciau takas
HE00X0UMOCTD BCe K€ BO3HHMKJIA, HAIIPUMMeEP, 110 padoTe UJIH eCJIn
HY>KHO JMCTAHIIMOHHO HANIPABUTDb 3asiBJIeHHE, IIOCJIE YIaJINTe
NUCbMO WJIH co001eHue B MecceHkepe. Ho mepen atum yoenurecs,
YTO aJApecar MoJy4uJ JOKYMEHThI.
10. OrpanuubTe HHPOPMALIKIO 0 ceOe B MHTEPHETE
Jlydie He BBIKJIAJAbIBATH HA BCeoOI1ee 0003peHre CBOM HOMeEP
TeJie(pOHA, aIpecC ITEKTPOHHOU MOUTHI U IPYTIyI0 KOHTAKTHY IO E
uH(popmannio. ECiid 3T0 HYKHO ¢/1eJ1aTh B CBSI3H C T0JKHOCTHBIME
00S13aHHOCTSIMHU WJIH MOUCKOM PadoThI, CO3AalTe aJpec JICKTPOHHOMI -

MOYThI U HOMeEP TesieoHAa, KOTOpPbIE OYAYT MCI0JIb30BATHCSH TOJbKO
1J1s1 3TOr0. MHOrue cCoMaJbHbIe CeTH MO3BOJISIINT HACTPAUBATH
CIIUCOK TeX, KTO MOKeT MPOCMATPUBATh Balll NPOPUIb U

OTIIPABJATH CO00IeHHUsI. MOXKHO, HAIPpUMEP, CAeJaTh TaK, YTOObI
NUCATh BaM ObLJIO Pa3pelieHo TOJbKO TeM, ¢ KeM y Bac iEF
MOATBEPKACHA APY:K0a — U IPUA ITOM, KOHEYHO, CTOUT YOeaUThCS,
YTO BbI MMeeTe MPeACTABJICHHE 0 KAXKIA0M CBOEM OHJIAMH-ApPYTe.
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11. He OTKpbIBaiiTe MOA03PUTEIbHbIC 117 (4 SF
IIpexae 4yeM OTKPBITH NUCHbMO, NMPUILEALIEe HA NICKTPOHHYIO
04Ty, IPOYUTANTE 3ar0JI0BOK U MOCMOTPHUTE, ¢ KAKOI0 ajapeca
OHO ObLI10 oTHpaB/ieHO. Ec/in TeMa BaM HEHMHTEPEeCHA, 3ar0JI0BOK
COCTABJICH C IPyObIMHM OIIMOKAMHU, ajJpec MPeACTaBJIAET C000it
Xa0TUYHOE HArpPOMOKIEHHE CHMBOJIOB WJIM HAINOMHMHAET
Ha3BaHMe Baliero 0aHKa, HO C IEPEeCTABJCHHbIMHM OyKBaMM,
cpazy orTnpasjsidre nUCbMO0 B Kop3uHy. M HuKorma He
OTKpbIBaliTe (Paljabl .€Xe€ B MOAO3PUTEJIbHBLIX MUCHMAX.

12. He nmnepexoauTe 1O  MNOAO3PUTEJbHBIM  CCHLJIKAM
Jaxe ecam BCIUIBIBAOIIAS CChLIKA 00€IaeT YT0-TO O4YeHb
HHTEPECHOEe W BBITOAHOE, JyYllle He KJUKAThL Ha Hee. Eciau
CCHUIKY NPHCIAJd BaM 3HAKOMbIA, NpHYeM 0e3 KaKuX-Ju0o
KOMMEHTApHeB, CHAYaJIa YTOYHHMTE, 4YTO OH HMeJ B BHIY.
B03M0:KHO, €ro B3JIOMAaJIM, U Telepb MOIIEHHMKH HMCIIOJIb3YIOT
ero mnpopwiab JIsA PACCBUIKH BPEJIOHOCHBIX IPOrpamMMm.
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13. He oTnpasJsiire npeaBapuTeIbHbIE SMS
Bam mnpemiaraior cKka4arb KPACHBYI0 KAPTHUHKY WIH
NHTEPEeCHbIl PUHITOH B HHTepHeTe 32 SMS? IlpoBepbTe HOMEP,
HA KOTOPLI MPOCAT OTNPABUTHL COOOIIEeHHE, B JIIOOOM
nouckoBuke. Bo3M0kHO, 3T0O MOIIEHHMY€ECTBO, 1 BAM NPUILIIOT
(¢ails1 ¢ BUPYCOM WJIHM NONPOCTY CHUIIYT CO cYeTa TejedoHa
COJIMIHY IO CYMMY JI€Her.

14. He ycraHaBauBaiiTe COMHHUTEJIbHbIE  TPHUJIOKEHUS

Ectb ABA 0e30MmacHbIX HCTOYHUKA MPUJIOKCHMIN
. opunmaabHble MarasuHbl, co3ganubie Apple, Google,
Microsoft u APYTUMHU MOX00HBIMHU KOMITAHUSIMH,;
. opunHabHbIE CAUTHl KOMIIAHUM, Ppa3padoTaBIIMX

MPUJIOKEHUS. YCTAHOBKA NMPUJIOKEHUU U3 APYTrUX UCTOYHUKOB,
B TOM YHCJIe PA3JINYHBIX JIOMAHBIX U MAPATCKUX BEPCUIl, MOXKET
3aKOHYUTHLCH TeM, 4YTO BaM MNPUAETCH TIIATEJbHO YHCTHUTH
KOMIIBIOTEP W TeJsiepoH oT BHPYCOB.
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15. byabre AaKKypartHbl B HWHTEPHETEe ¢ HE3HAKOMIIAMH
BupryaiabHas KpacaBuua (MM KpacaBel) Mpeaiarart
00MEeHATHCHA WHTUMHBLIMU (pororpapusamu? He TopomuTech
coriamiarbcsa. Bol pucKyeTe TeM, 4YTO BAIIM CHUMKH B KaHpPE HIO
CTAHYT JOCTYNIHbBI B MHTEPHeTe BceM Kejqawmum. Eciau Bam
IPeAIaraT JUYHYI0 BCTPedy, TOXKe MoAyMailTe HeCKOJIbKO pa3.
PomanTH4yeckoe CBHUJAAHHE  BIIOJIHE MOXKET O00epHYTbhCH
00BIYHbIM orpadJieHueM.

16. n co 3HAKOMBIMH OyabTe aKKypaTHee
JIrvoom U oOumieHue ObLIBAKT PA3HBIMHU. CEroHHA BbI JIyYIlIHe
Apy3bsi, a 3aBTpa 3Jjeiuue sparu. U comectHsie gororpadum,
BH/€0, IUTATHI M3 IMEPENMCOK MOIyT ObITh MCIOJb30BAHBI
nporuB Bac. [loaTomy mpekae 4em OTHPABUTH YTO-TO JIUYHOE
Ja’ke  XOpPOLI0 3HAKOMOMY  4YeJIOBEeKYy, MoaymMaurTe, He
MPEeBPATUTCH JHU B MOCJEAYIOIEM 3TOT KOHTEHT B KOMIIPOMAT.




18. ByabTe 0CTOPOKHBI ¢ 0eCIJIATHBIMY NMPeAJI0KeHUSIMHA

Buaurte cioBa «0eciiaTHO», «3apa0doTOK 0e3 BJIO:KeHHi», «CKHMAKH 99%0»
WIHM YTO-HUOYAb ewie B 3ToM poae? O0xoauTe Takue CauThl CTOPOHOI. Bee
OHM NpeNIaralT 30J10Thbie TOPbl, HO Ha JieJie Bbl JU00 morepsiere JAeHbIH,
JIN00 3aMJIATUTE COJUIHYI0 CYMMY 32 JIelIeBYI0 KUTANCKYIO MONIEJIKY.

19. Co3naiiTe 0TAEJIBHYIO KAPTY AJI4 IJIaTe;Kell B UHTEpHETE
Heo0s13aTe/IbHO BBOAUTH JAHHbIC Ballleil OCHOBHOM 0aHKOBCKOM KapThl B
UHTEPHEeT-Mara3uHax. 3aperucTpupyire oTae/JbHYI0, ¢ KOTOPOU BbI Oynere
OILUIAYMBATH BCE OHJIAWH-NIOKYINKH, M HE XPAaHUTE HA Hell 00JIbIIUEe CYMMBI.
Eciu ee peKBU3UTHI KAK-TO MONAAYT K MOIIEHHUKAM, Balld (pUHAHCOBBIE
IOTEPH He OYAYT CJAUIIKOM CEPbe3HbIMM.

20. IlocTapaiiTech HUYEro He MOKYNATh B COUAJIBHBIX CETAX

Ceituac HeMaJ10 TOBApOB U ycayr npeanaraercs yepes «BKonrakre». Eciau
BAC 3aUHTEPECOBAJIM CEPbIM PYYHOH pPadOTHI WJIH TOPT, y0OeauTech, 4YTO
YeJI0BEeK, KOTOPbIN UX Mpoaaer, peajeH. MoxeT, y Hero yxe Jaejiaju 3aKa3
Bamu 3Hakomble. Ilo KpaiiHeil Mepe, eciiM BbI COBepLIaeTe IOKYIKY
BIICPBbIC, HE IMEPeBOAUTE MNPeIoIUIaTy HA KapTy (U3MYECKOro JHIA.
CkaxurTe, 4YTO OTAAAUTE ACHbIH TOJbKO NPH JUYHOM BCTpPeYe U KOIJA
yBuaute ToBap. Cieayire 3THM PEKOMEHIALMAM, 4YTOObI COXPAaHHUTH
KOH(PUICHIHUAIBHOCTD, ICHbI'U U HEPBBI.




CIIACUBO 3A BHUMAHMHE!




